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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted 

Safeguards are in place to protect personally identifiable information (e.g., victims' and offenders' names and 
FBI numbers), to include limiting the number of authorized users and requiring unique passwords. Moreover, 
personally identifiable information that is maintained in the electronic LEOKA data system is never disseminated 
outside the CJIS Division. 


5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized persons 
can access the information: 


FBI CJIS Division, Crime Statistics Management Unit, Communications Group 
| [ Supervisor 


FBI CJIS Division, Crime Statistics Management Unit, Operations Group 
| [ Technical Information Specialist 


FBI CJIS Division, Crime Statistics Management Unit, Operations Group 
| [ Technical Information Specialist 


FBI CJIS Division, Technology Integration & Support Unit, 
Enterprise Software Development Group 


b6 

b7C 


6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons 
can access the information: 


No outside access is allowed to the database. 

7. Has this system been certified and accredited by the FBI Security Divisions? _Yes X No 

The database has not been accredited. The software that it is written in has been accredited by the Information 
Technology Operations Division f | 

8 Is this system encompassed within an OMB-300? _Yes _No X Don't Know 

(if yes, please attach copy of latest one.) 


I. Was the system developed prior to April 17,2003? 


_X_ YES (If "yes," proceed to Question 1.) 


NO (If "no," proceed to Section II.) 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted 

1. Has the system undergone any significant changes since April 17,2003? 

_YES If "yes," please explain the nature of those changes: 

(Continue to Question 2.) 

X NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 

approval, and forwardingto DOJ's Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, 

and forwarding to DOJ’s Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If ”yes,” is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes,” afull PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for 

review, approval, and forwardingto DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, 
no PIA is required. (FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if afull or short-form PIA is required.) 

For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, 

and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 

4 


epic.org 


14-06-04-FBI-FOIA-20150417-5th-Production 


EPIC-1131 




(OGC/PCLU (Rev. 07/06/07) 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted 


_Yes. (If "yes," afull PIAis required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) 

for review, approval, and forwardingto DOJ's Privacy and Civil Liberties Office. Unless you are otherwise 
advised, no PIAis required. (FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if a full or short-form PIA is required.) 

Full or Short-Form PIA 


1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIAis required. PTA is complete.) 

_NO (If "no," please continue to question 2.) 


2. Does the system involve routine information AND have limited use/access? 

_YES A short-form PIAis required. (l.e.,you need only answer Questions 1.1,1.2,2.1,3.1,4.1, 5.1 (if appropriate), 6.2,6.3, 

and 8.9 of the PIA template.) Please note that FBI 
and DO) reviewing officials reserve the right to 
require completion of a full PIA. (PTA is 
complete—forward with PIA.) 


(If "no," a full PIA is required. 


PTA is complete.) 
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Privacy Threshold Analysis 

for the 


National Name Check Program (NNCP) 

Federal Bureau of Investigation 
Contact Point 


Information Technology Operations Division 
(ITOD) 


Reviewing Official: 
Patrick W. Kelley, 

Senior Privacy Official 
Office of the General Counsel 
Federal Bureau of Investigation 
Department of Justice 
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National Name Check Program (NNCP) 


Privacy Threshold Analysis 

For efficiency, a system owner or program manager can be aided in making the 
determination of whether a PIA is required by conducting and following Privacy 
Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a 
basic system description. The questions are as follows: 

I. Was the system developed prior to April 17, 2003? 

0 YES 

D NO 

(If the answer is “yes” proceed to Question 1.) 

(If the answer is “no”, proceed to Section II.) 

1. Has the system undergone any significant changes 1 since April 17, 2003? 

HI YES 

~xl NO 


1 "Significant Changes" are defined as changes which create new privacy 
risks, such as. converting paper-based records to electronic systems; changing 
anonymous information into information in identifiable form; new uses of an IT 
system, including application of new technologies, significantly change how 
information in identifiable form is managed in the system.; merging, 
centralizing, or matching databases that contain information in identifiable 
form with other databases, or otherwise significantly manipulating such, 
databases; newly applying any user-authenticating technology 7 to an electronic 
information system that is accessed by members of the public; systematically 
incorporating into existing information systems databases of information in 
identifiable form that are purchased or obtained from, commercial or public 
sources; working with another agency or agencies on shared functions that 
involving significant new interagency uses or exchanges of information in 
identifiable form.; altering a business process that results in significant new 
uses or disclosures of information or the incorporation into the system or 
addition items of information in identifiable form; or adding new information in 
identifiable form, the character of which raises the risks to personal privacy (for 
example, adding health or financial information). 

- 2 - 
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National Name Check Program (NNCP) 


(If “yes,” please continue to Question 2.) 

(If “no,” the PTA is complete and should be sent to your component’s Senior 
Privacy Officer if the system is a non-MIS or the PCLO if it is a MIS.) 

2. Do the changes involve the collection, maintenance, or dissemination of 
information in identifiable form about individuals? 

I | YES 

□ NO 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Threshold Analysis is complete. Please send 
to your component’s Senior Privacy Officer if the system is a non-MIS 
or the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 2 
See page 6 of the PIA Manual. 

EH YES 

□ N0 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 


2 When a PIA is NOT Required: No PIA is required where information relates 
to internal government operations; has been previously assessed under an evaluation 
similar to a PIA; or where privacy issues are unchanged. Examples of when a PIA would 
not be required: For government-run websites, IT systems, or collections of information 
to the extent that they do not collect or maintain information in identifiable form about 
members of the general public or where the information pertains to government 
personnel, contractors, or consultants; for government-run public websites where the user 
is given the option of contacting the site operator for the limited purposes of providing 
feedback or obtaining additional information; when all elements of a PIA are addressed in 
a matching agreement governed by the computer matching provisions of the Privacy Act 
of 1974; when all elements of a PIA are addressed in an interagency agreement permitting 
the merging of data for strictly statistical purposes and the resulting data is protected 
under Title V of the E-Government Act of 2002; when developing IT systems or 
collecting non-identillable information for a discrete purpose, not involving matching 
with or retrieval from other databases that generate information in identifiable form: and 
for minor changes to a system or collection that do not create new privacy risks. 
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National Name Check Program (NNCP) 

Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail and proceed to 
Question 2.) 


2. Does the system collect, maintain or disseminate information in identifiable 
form about individuals? 

EH YES 

EH no 

(If the answer to Question 2 is “yes” please proceed to Question 3.) 

(If the answer is “no” the Thi*eshold Analysis is complete. Please send 
to your components Senior Privacy Officer if the system is a non-MIS or 
the PCLO if it is a MIS.) 

3. Is the system solely related to internal government operations? 

See page 6 of the PIA Manual. 

Q YES 

□ NO 

(If the answer to Question 3 is “yes” the Threshold Analysis is complete. 
Please send to your components Senior Privacy Officer if the system is 
a non-MIS or the PCLO if it is a MIS.) 

(If the answer to Question 3 is “no” go to subsection III to determine if a 
full or short-form PIA is required.) 
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National Name Check Program (NNCP) 

III. Full or Short-Form PIA 

1. Is the system a major information system? 

YES 
□ NO 

(If “yes”, a full PIA is required.) 

(If “no”, please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 
Please explain what type of information is collected and the access provided. 
Please note that the reviewing official has the right to require the component 
complete a full PIA. 

YES (Please explain what type of information is collected and the 
access provided. 

«ADD ANSWER HERE» 

If “yes”, a short-form PIA is required. You need only answer 

Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3, 
and 8.9. 

NO (If “no”, a full PIA is required. In the interim, you must 
a short form PIA. A full PIA will be required at a later date) 


□ 


□ 

complete 
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National Name Check Program (NNCP) 


Responsible Official: 

i 

b7C 


Federal Bureau of Investigation 
Department of Justice 


$//<//■><■. 

«Sign Date» 
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National Name Check Program (NNCP) 

Please note: If any significant changes are made to the program a 
new PTA should be completed. 


Approval Signature Page. 



Patrick W. Kelley 

I r"'] Senior Privacy Official, Office of the General Counsel, Federal Bureau of 
* Investigation 

Department of Justice 
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FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu (Rev. 07/06/07) 


NAME OF SYSTEM: [ 


b7E 


-Nothing about this < 

FBI SYSTEM CONTACT PERSON 

Name: | 1 

Program Office: Interagency Integration Unit 

Divisi on: Directorate o f Intelligence 

Phone I I 

Room Number: 11079E 

Date PTA submitted for approval: 10 / 15//2007 


Internet/site is someone's survivaiist site now- 

FBI OGC/PCLU POC 

Name: 

Phone: 

Room Number: 


b6 

b7C 


FBI DIVISION APPROVALS A PIA (and/or PTA) should be prepared/approved by the cognizant program management in 
collaboration with Insecurity, and end-user management and OGC/PCLU. (PIAs/PTAs relating to electronic forms/questionnaires implicating 
the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.) If the subject of a PTA/PIAis under the program 
cognizance of an FBIHQ. Division, prior to forwarding to OGCthe PTA/PIA must also be referred to the FBIHQ.Division for program review and 
approval, if required by the FBIHQDivision. 



Program Div: 

FBIHQDiv: Directorate of Intelligence 

Program Manager 

Signature:/s/ 

Signature:/s/ 

(or other appropriate 

Date signed: 10/15/2007 

Date signed: 10/15//2007 

executive as Division 

Name: | | 

N "” : 1 1 

determines) 

Title: Management and Program Analyst 

Title: Unit Chief 

Division Privacy Officer 

Signature: 

Signature:/s/ 


Date signed: 

Date signed: 10/18/2007 


Name: 

Name: | j 


Title: 

Title: Unit Chief 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU (JEH Room 7338). 


FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature:/s/ 



Date Signed: 11/13/07 



Name: 

David C. Larson 


Title: 

Acting Deputy General Counsel 


Upon final FBI approval, FBI OGC will distribute as follows: 

1 - Signed original to 190-HQ-C1321794 

Copies: 

1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1 - OGC\PCLU intranet website 

2 - FBI OCIO / OIPP 1 - PCLU Library 

1 - FBI SecD (electronic copy via e-mail) 1 - PCLU Tickler 

2* - Program Division POC /Privacy Officer 

2*- FBIHQ Division POC/Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 
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FBI PRIVACY THRESH OLD ANALYSIS (PTA) 
NAME OF SYSTEM: | 
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(OGC/PCLU (Rev. 07/06/07) 


For efficien cy, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment 
(PIA) is required by conducting and following Privacy Threshold Analysis (PTA). 

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to 
identify and resolve any records issues relating to information in the system. 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 

A. General System Description: Please briefly describe: 

This site does not exist anymore.caritfind anything on Google 

1. Type of information in the system: 


a. If the system is solely related to internal government operations please provide a brief explanation of the quantity and type of 

employee/contractor information: 

Not applicable 

2. Purpose for collecting the information and how it will be used: 



3. The system's structure (including components/subsystems): 


b7E 


4. Means of accessing the system and transmitting information to and from the system: 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 


5. Who within FBI will have access to the information in the system and controls for ensuring that only authorized p 
the information? 


fhe Directorate of Intelligence is the program ownerl 


I The Dl will develop standard opera 



Who outside the FBI will have access to the information in the system and controls for 



7. Has this system been certified and accredited by the FBI Security Division? _Yes X Ni 


NOTE: This is not an FBI system so FBI C&A is not pertinent. 


Is this system encompassed within an OMB-300? _ Yes 

(if yes, please attach copy of latest orte.) 


Was the system developed prior to April 17, 2003? 


(If "yes," proceed to Question 1.) 


NO (If "no," proceed to Section II.) 


Has the system undergone any significant changes since April 17,2003? 


_YES If "yes," please explain the nature of those changes: 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: I 


b7E 


(OGC/PCLU (Rev. 07/06/07) 


_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, 

and forwarding to DOJ's Privacy and Civil Liberties Office. Unless you are otherwise advised, no PIA is required.) 

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals? 

_YES (If "yes," please proceed to Question 3.) 

_NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, 

and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is required.) 

3. Is the system solely related to internal government operations? 

_YES If "yes,” is this a Major Information System (as listed on OGC's FBINET website)?: 

_Yes. (If "yes," afull PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for 

review, approval, and forwardingto DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, 
no PIA is required. (FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

_NO (If "no," go to section III to determine if afull or short-form PIA is required.) 

II. For systems developed after April 17, 2003. 

1. What is the purpose of the system? (Answer in detail unless details already provided in A. 2 above): 

See A. 2. 

(Continue to Question 2.) 

2. Does the system collect, maintain or disseminate information in identifiable form about individuals? 

_ YES (If "yes," please proceed to Question 3.) 

X NO (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, 
approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are otherwise advised, no PIA is 
required.) 

NOTE: As discussed above, this is notan FBI IT system and none of the Pll in the system is maintained by the FBI. 

b7E 

3. Is the system solely related to internal government operations? 

_YES If "yes," is this a Major Information System (as listed on OGC's FBINET website)?: 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 
NAME OF SYSTEM: I 
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(OGC/PCLU (Rev. 07/06/07) 


_Yes. (If "yes," a full PIA is required.. PTA is complete.) 

_No. (If "no," the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties 

Unit (PCLU) for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. Unlessyou are 
otherwise advised, no PIA is required. (FBI and DOJ reviewing officials reserve the right to require a PIA.)) 

NO (If "no," go to section III to determine if a full or short-form PIA is required.) 


Full or Short-Form PIA 

1. Is the system a major information system (as listed on OGC's FBINET website)? 

_YES (If "yes," a full PIA is required. PTA is complete.) 

_ NO (If "no," please continue to question 2.) 

2. Does the system involve routine information AND have limited use/access? 

_ YES A short-form PIA is required. (l.e.,you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2, 

6.3, and 8.9 of the PIA template.) Please note that FBI and DO) reviewing officials reserve the right to require 
completion of a full PIA. (PTA is complete—forward with PIA.) 

_NO (If "no," a full PIA is required. PTA is complete.) 
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IN \ 5 APPROVAL / P I-1.1 RMIN 41 IONS i 0 ONDITIONS: 


.__ PI A is required by the E-Govermrseni Act. 

.PtA is to be completed as a matter of FBi/DQJ discretion. 

N PI A ?<> be published on I BI.GOV (alter any HMD f OIA redactions/.’ _X cs N»> 


_X_Pi A is not required rot the following reasor(s): 

System does not collect, maintain, or disseminate PM. 

.System is grandfathered {in existence before 4/17/2003; no later changes posing significant p tvaes risks). 

X_ Information in the system relates io internal government operations. 

System has been previously assessed under art evaluation similar to a PI A. 

X No significant privacy issues (or privacy issues are unchanged) 

N Other > re- only PI I collected a rd/ot maintained by tins system pertain to intental gos'etnme \ 

operations tstsch .*.s username passvo^-d) or imotmatjon that has previously beer; published. 


AD^iegbie$ORN7s)T CR$'.TBi-002 


Notify FBI RMD/RIDS per M.I.OG 190.2.3? X No _Yes—See sample EC on PCLU intranet website here: 

hhp://honte/DO/OGC/l.TBA 5 CLlJ/PrivacyGivd%20l..ibetttcs%20Library/fbrm. for rniogl90-2' 3 ec.\vpd 

SORN/SORN revision'^) required? X No .Yes -Ndkan? ,v- i-noro needed:: 


Prepare/revise/add Privacy Act (e)(3-> statements for related forms? ,_X_ No Yes .u •. : . ; e .-. : 


RECORDS, the program should consult with RMD to identiry/resolveany Federal records/electronie records issues, 
'fhe sy stent may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
wveumo approved m ne N .Bona Archies and Records AdinmStratton ts necessary KMD eat pmy dc aa\ vC or t ■» 
m we* as os eempeance o th sequirentents for Electronic Recordkeeping Certification and sr.% necessan uooaC 
Other-.. 


Elizabeth Wlthnell, Actio 
Acting FBI Privacy and € 


Hity General Counsel 
..iberties Officer 


Signature: 
Date Signed: 
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L INFORMATION ABOUT THE SYSTEM / PROJECT 

L Provide a genera! description of the system or project that includes: (a) name of 
h sp (. m reject, seldi g associated acronyms; (h stru tore < ,ie 
systems/project, including interconnections with other projects or systems; (c) 
purpose of the system/project; (d> nature of the information in the system/project 
ami how it will be used; te) who wiil have access to the information in the 
||stem/nrmeet; (f) and the manner of -sroosmisssen to all users* 

The Printing Unit General Support Systems (PU GSS) enhances the capabilities of the 
Facilities Logistic Services Printing Unit (FLSD, PU) to provide prollssi onal- quality, 
graphic-laden I BL DOJ. and other agencies' reports, charts, and other printed media for 
public and government consumption. PU GSS is owned, operated and strictly controlled 
n R1 tr iployoes ps ’ GSS currently processes information an to and including Secret 
but is expected to have the capability tor Top Secret and/or Sensitive Lorn part mented 
Ihfonnation added this fiscal year. Pi GSS consists of both Automated Infermation 
Systems (Al'S) and manual hard copy systems. 

The A1S arc comprised of the Digital Pre-Press fDPPS) net'work, the Xerox Copy Cents, r 
networ v, the Digita Press (DPs network, t te standalone CD replicator and the stand 
alone Engineer Copier The DPPS, DP and Xerox syi i | | 

I I ' U GSS is designed to ingest unclassified to highly sensitive electronic 

ata a d la ae o informal on from multiple sources and genet no compk te h gl: -e 'i dity 
documents, reports, and publications. The systems are set up in a workgroup 
configuration that consists of multiple print servers and workstations. All users must log 
n am be authehicated the workstations Only system administrators *.ai„ access 
network print senevs which also require user id and password for access 1 he AIS will 
.ainfai s'inf mahon as wel as any personally identifiable mfbrtnaiiq contained 
within the documents, reports, and publications. PU GSS also contains a job tracking 
system which al lows print shop employees to track the progress of an individual’s print 
shop job. 

Data ingestion currently occurs through manually entered hard copy data and any data 
uploaded from external media, such as zip, floppy, and/or compact disk. AH jobs are 
logged in the Print t hit job tracking system which assigns a number and maintains the 
customer’s name, a contact phone number for the customer, title of the print job. cost 
code, quantity desired, number of pages, and delivery date for each job. 

On the manual system sale. PI GSS consists of a host of hard copy manipulation systems 
■Binders, Paper Presses. I animators. Staplers, Folders, Grinders, Wrappers, ( utters, and 
Shredders). These systems are limited in regard to automated processing and 
logical Standard data storage. Unlike the A IS part of PU GAS. the manual systems or PL' 
GSS co not collect, mamtam. store, or eissermnate ary personally idem,Pub e 
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PU OSS is operated and maintained only by trained and cleared individuals who are 
authorized access to the system. PU GSS operates as a closed stand alone networked 
environment that does not connect logically or physically to any outside networks n i 
systems. Maintenance, oparades to software, and new Installations are accornp tsbeU 
! o g FBI ecte gap procedures An air gap p >.v.e involves nia tally 
transferring data on approved compact disks or memory' sticks Instead of connecting via a 

2. Does the svstem/pro]eel collect, maintain, or disseminate any information about 
individuals (he., a human being or natural person)? 

NO 

X.YES [If yes, please continue.) I he on v Psf maintained by the system is 

username/password for the automated information systems, information in the job 
tracking system, and information that will be or has previously been published in the 
public domain. 

3. Please indicate if any of the following characteristics apply to the information in the 
s\ stem about indh iduals: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check all that apply.) 

.X.The information directly identifies specific individuals, 

X I ic information is intended to be used, in conjunction with ©the? data e t merits 
to indirectly identify specific individuals. 

X The information can he used to distinguish or trace an individual's identity (i.e., it 
is sled or nkable to specific individuals) 

If you marked any of the above, proceed to Question 4, 

None of the above If none of the above describe why the htformati nJc not 
identify specific individuals either directly or indirectly. 

4. Does the system/project pertain only to government employees, contractors, or 

X NO YES 


Usernames, passwords, and information in the job tracking system will only 
pertain to government employees, contractors, or consultants. However, 
information maintained by the graphic artists may include names or other 
identifiers of government employees, contractors or consultants as well as non- 
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governmental employees, contractors, or consultants 'who have appeared or will 
appear in various FBI publications throughout the years. 


5. Is information about United States citizens or lawfully admitted permanent resident, 
aliens retrieved iron': the system/project by name or other personal identifier? 

NO. |If no, skip to question 7.j 

X YES. [If yes, proceed to the next question.] Both the job tracking 

system and the audit logs would have the ability to retrieve information by 
name o r other person x) i tenti uei i in this case, at, ndividaa s username) 

6 ; Does the System project collect any informatk n directly from the person yv 10 is the 
subject of the information? 

NO ] If no, proceed to question 7.] 

X YES However, the majority of personally identifiable information is not 
collected directly from the person who is the subject of the information. For example, die 
customer name used for tracking a job may not be the name of the person who actually 
dropped off the job. 1 he only other information that could be collected directly from the 
person is the username'password when the person inputs it into the workstation. The 
administrator assigns the usernames and individuals create their own password 


a. Does the system/project support criminal, €T, or FCI investigations or 
assessments? 

_NO 

X YES [If yes, proceed to question 7.J 


b. Are subjects of information from whom the information is directly collected 
isrot ded a written frivacy \et e}(3) stateroen (either on the collection font or via t 
separate notice)? 

NO 11 he program will need to work wdb PC.LU to develop/impkment 
the accessary form(s},] 

YES Identify any forms, paper or electronic, used to request such 
Information from the information subject: 

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the 
system/project? Full SSNs should only be used as identifiers in limited Instances. 


epic.org 


14-06-04-FBl FOlA 2015041 f-5th-Production 


EPIC-1162 






X.NO ..YES If yes, check all that apply: 


SSNs are necessary to establish/con firm the identity of subjects, victims, 
witnesses or sources in this law enforcement or intelligence activity. 


SSNs arc accessary to dentify i Bl pe so sad 1 n ih s u ter ial admit str;ui\e 

system. 

_ SSNs are important for other reasons Describe: 

..Tlie sy stem/project provides special protection to SSNs (e.g., SSNs arc 

encrypted, hidden from all users via a look-up table, or only available to certain 
users). Describe: 

It is not feasible for the system/project to provide special protection to 
SSNs. Explain: 

8. ; ! s the system operated by a contractor? 

No. 


X Yes. Information systems operated by contractors for the FBI may fee 
cons dered Privacy Act systems of recoxxis the ederal Acquisition Ae^ ilaiion 
contains standard contract clauses that must be included in the event the system 
collects, maintains or disseminates PH and additional requirements may be 
Imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may be required if a contractor is operating the 
system for the FBI 

Has the sy stem undergone Certification & Accreditation (C&A) by the FBI 
Security Division (SecD)t 

_NO If no, indicate reason; if C&A is pending, provide anticipated 

completion date: 

X _YES If yes, please indicate the following, if known: 

Provide date of last C&A certification/re-certitscatlon: 

Confidentiality:.Low Moderate X, High.Undefined 

Integrity: Low X Moderate High Undefined 
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Availability: .Low X Moderate High Umiefined 

Not applicable this system is only paper-based. 

10. Is this sysiem/proiect the subject of an OMB-300 budget submission? 

X NO 

.. YES If yes, please provide the date and same dr 

title of the OMB smismsmmni 

i I > Does the system conduct data mining as defined in Section 804 of the 

Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110- 

.X.NO 

. YES If yes, please describe the data mining function : 

:12. Is this a national security system fas determined by the SccD 5? 

..NO X YES 

13. Status of System/ Project: 

This is a new system/ project in development. 


IL EXISTING S3 SI EMS - PROJEC 1'S 

t. Alien was the sysiero/project developed? January.. 2004 

2. Has the system/project undergone any significant changes since April 17,2003? 

NO [If no, proceed to next question sll.3 

X YES if yes indicate which of the olkrwing changes wore involved fnsarka! 
boxes that apply): 

A conversion from paper-based records to an electronic system. 

_ A change from information in a format that is anonymous or non- 

identifiabie to a format that is identifiable to particular individuals. 
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A evy rseo. x system xojec stel di t pplieat o new 
echnolog th? eh ow dorrs dor 1 >0,. t able form is manage 
itov example, a change that would create a more open environment and/or 
avenue for exposure of data that previously did not exist.) 

„. A change that results in information in identifiable form being 

merged, centralized, or matched with other databases 

A new method of authenticating the use of and access-to 
information in identifiable form by members of the public. 

_ A systematic incorporation of databases of information in 

identifiable form purchased or obtained from .commercial or public sources 

A new interagency use or shared agency function that results in 
new uses or exchanges of information in identifiable form. 

A change that results in a new use or disclosure of information in 
identifiable form. 

A change that results in new items of information in identi liable 
form being added into the system/projeet. 

X Changes do not involve a change in the type of records maintained, 
the individuals on whom records are maintained, or the use or 
disseminatk n o + ' information from the v\ stein/project Since 2004 Pi 
tiSS has changed its ability to ingest data. Ft GSS changed from paper 
and film for prluting to using scanners and computers Ft GSS is now 
able to ingest electronic data from CDs. emails, and thumb drives. thus 
enhancing the versatility of printing capabilities without a change in how it 
maintains records, individuals on whom records arc maintained or the 
use-'dissetrination ofinfermafron from the system, 


_ Other [Provide brief explanation!: 

s a PI A for this system/project already exist? 

X NO YES 


rovide date/title of the PI A: 

-tas die system/project undergone any significant changes since the PI A? 
YES 
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v. eH 
dfo 


Derived Prom; 

SYS! FM POC 

FBI OGC/fCLl) POC 

Classified By; 

! V, fo f-1 

1 | 

Peason; 

I Program Office: IIB 

Pbone:| | 

Declassify On; 

1 Division: i'TOD 

Room Number: 733 k 


i Phone.| I 



I Room Number: <<977 



FBIDIMMON vPPRm \f S c > ' * . In ' " » - » ' 

managementin collaboration -with PC security, and end-user management and (XKFPCLU, (PI As/PTAs 
reunfog so electron!:. fornwAg.: echo ombres implicating she Paperwork Reduction Act should a!no be coordinated 
with the RMD Pomes Desk. ) If the sublet:: of a PTA/PIA is under the program cognizance of an FBIRQ 
Division, prior to forwarding u:> OGC the PI'A/PIA must also he referred to the PBIHQ Division for program 



Program Division: RMD 

PB IHO Division: GOD 

Program Manager 
(or oilier appropriate 
executive as Division 
determines} 

Signature: for /...rmv-- 

Date signed: y /M/pO 

Name: Debra Arme O’Clair 

Tide: Acting Sec For; Chief 

Signature 

D,<a opi'i! v/*'fe/vF 

NameJ 1 

k Pc Ho ; v 

Division Privacy 

' OP fo a v'.“ /z .; 

Name: David M. Hardy 

Title: Section Chief 

! SignarurevfH" adO-orC. 

..Date ssg.oM; F/Pfpet 

Name: Jennifer R, Sanchez 

Title: Sccdoi: Chid' 


Don Division approve:, forward signed hard copy pies electronic copy to OGC/PCLU : JBH Room 7338). 


■FIN-VI. FBI APPROX Pi ; 


FBI Privacy and Civil LuaerhH 

Officer 

Signature: 




Date Signed: 




i Name: 

David C, Larson 



i Title: 

Deputy General Counsel 


a One] FBI approval, FBI OGC wbl distribute as follow: 

1 - Signed .original w J90-HQ-C1321794 
Copies: 

I - DOJ Privacy end Civil Liberties Offce-fviam Justice,. .Room 4259 
f i >> , * > fo > 

1 - FBI SecD (electronic copy via e-mail) 

■H - Program Division POC Ortvacy Officer 
M- FBHIQ Division POC Privacy Officer 

Ppiease reproduce as needed for PrograuPDIviaioa filets)) 


.1 - OGCPCLU intranet webs .be 
1 - PCLU DC 
1 - PC1.U lobrary 
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PM PRIVACY III RES HO LI) ANALYSIS IFfA) 
NAME OP SYSTEM; I 


lYe motet oh structure yndudmg componems/subsystemsl The sy-dom n- | 


... 1 sys tem and transmitting Information so and from the system: The 

system can only be accessed from | | b7E 


0. Aoo Witnm HB1 vvi.i.l have access to the tnformatkm m the system and controls Or ensurvoi 5 
Bob only resthomed persons can nee ess the tnformahott: The system administrator makes sure that 
only ;uithor-zed perrons access the system.. There are approximatol y | l authorPed users that have b7E 
access to the system. 

O D \ *. v I o! * ' v o L ! * 

haat only auth ormed persons can access the i n forma ho n: Nobody outside of the FBI has direct ac cess 
to the system I * I b7E 


7. Has dso system been eertihed and accredited by the FB; Security DAiamns? X...Yex N 

h Is this system encompassed tvntdn an OMB-300? ...X... Ves No _ Don't Know 

(II yes, please atiach copy of latest oney 


1. Anas th& system developed prior to April 17,2003? 

..-X... VHS (It "yesT proceed to Question In 

..,YHS If "yese please expiate the tenure of those changes:: 


% N I « t I % ^ " t> x » .os t' M > ! t a tis 

L:K ' r Xs.s link (PCtin Dr review. approval, and forwarding to DOls Privacy and CAP Liberties 
Oshce. hud ess you are other else advised, no PIA Is repaired.t 


Bo ate changes Involve -he eoll.ect.ktn, otaintenrutet 
form about individuals? 


•memo:; m Krembia 
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RECORDS. Ths program sh>>uk?’«:r>^!i^v:tn RMDk- ii : bviiy' ; ; : cs^:\c 8ny'p«acraT'i^^<is/^cas-00^ recoOs R:>«; 
The yyvs-s; may e<s:Rin ROeud records ^he-her nr nn- R conisR:* Pricey Act rsqncaR: snd. in nny ev«m. & rx-enrdS 
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OGC/PC.UJ (Rev. 04/0 


FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM. / PROJECT; | | b7l 

B1KRFRI Uaique Asset II);_Not Assigned-gendine,. 


Derived Frnna; 
f bastfled 8s. 
Reason: 

Dee Resit 0(5:- 


| SYSTEM/ PKOJECT PO€ 
| Name: SSA l I 

| Program Office: SIOC 
i Division: 22 

i PhoH I 


i Room Number: 


FBI OGC/PCLl? FOC 
'Name:! 


FBI DIVISION INTERMEDIATE APPROVALS 



Roysavn Ran ox'* *o» otVs ai'i'iog' .a?o 
executive as Division determines) 

Division Privacy Officer 

' ' ' ' S > 

Signature: 

Signature; 


Date signed: 

Date signed: 


Name: . ,, : ..:>'Nt--o 

Name: 


Tide: 

Tith: i- 



v ^ v ' v N ' 

e< _ 4 _ 


KTRG! 

Date signed: YfgA R 

1 - ta___^.| 



Nanac: Christojslicr"O'- Oranbs 

Name: 1 - 



Title: Section 'thief 

Title: SSA/CDC 


UNCLASSiFIEDAFOS OFFICIAL TSb ONi 
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hwi r«i \iTkox vi bug-rmin u han aNmiuNv 


\ \ x x X ' > t V x< * x‘ 

PI A is u.i be completed as a master o! FBOIX>,l discretion, 
s PiA 50 be published on FBI.GOV (after any RAID FOIA oxOcS-osshO 


PI A is; not s ccusDeD Asr She tblknvioa ••esur'OO: 

xw<y\ doc ? 0"! >.o'dOxi eeiusiv.ns ..5 xO.xasos -.so Psi 

System ;s grandfathered (so existence beios-e 4/17/2003; no hue5' changes pi 

Information in she system relates io isstermsl g< o cinmens operations. 

System has been previously assessed under as; evahtaf.ton similar 10 a PIA. 
No simoikasm privacy sssises /or privacy Ames are tmehanged). 

.Other": 


X X ' S v \ X V X ' '\ 

\ NN ^\\ N \ \V S \^ X X X > X X 

h5ip;/d;o?ne/DO/CXICA^PB/IN'I,li/p!'iv;ii5y(/ivd%20Libin5!e5'«20I..ib!a:y/ip!r:n n,;i' ;v:iog5PO-'2-d ec-wpd 
SORN/SORN revisio-tCst regssired? No Yes : 


loepareAeyise/add Privacy Act (e)(3.s statements for related forms? 


RFCOADS. Use prograns should consult v. oh RMD to ideitiity/resoive any Federal reeordsRdecsronie records issues. 
Tiie system may contain Federal records o bodies or not it contains Privacy Acs reguesls and. in any event, a records 
schedule approved by she Nasiosml Archives and Records Administration is necessary. RAID can provide advice on th 
as seeII as on compliance oath requirements for l/tecsronic Recordkeeping Certb'ion5km and assy neeessas'y updates. 


Otises 


Pyiyayy ;usd Civil Liberties Oms 
Briars P. Binney 
Acting sderrstiy General Cotssssc 
.OBI Privacy and Civil Puberties 



UNS/LASbiFSEDAFOR O; I 10 1 AO USE -.INLY 
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L INFORMATION ABOUT 111!' SYSTEM: / PROJECT 


L Provide s general description of the system or project that 1« eludes; (a) 
name of the system/projech mdudmg associated acronyms; (!>) structure of 

' s V. » V vV ' W < ^ ' "-"i <» 

{«) purpose of the system/project; (d) nature of the information in the 
syste.m/|>roject and how it will he used; (e) who will have access to the 
information in the system/projeet; (I) and the manner of transmission to ail 

A* Name of the system/projeeh including associated acronyms; 

Strategic Information and Operations Center I SIOC s I 1 


11. Structure of the systcm/projech including interconnections with other 
projects or systems: 

As a strategic asset o! the FBI the Strategic ittlortnation and Operations 
Center (SIOC) operates a command center on a 24/7065 basis to maintain 
enterprise-wide situational awareness and provide FBI executives tviih timely 
notification and dtss>mom.mon of strategic information. SiOC is the central 
operations comer for FBI commomeadous and operations worldwide. The 
command center is typically referred to as SKA" 'Watch. I he SIOC Watch ia 
looked to when critical events arc breaking. Possessing a vast inventory ok 
capabilities and network, SiOC maintains a constant state of readiness to support 
any crisis or major event, and provides a secure venue to support crisis 
management, special want monitoring., and significant operations. It is critical to 
its mission that SiOC be able to receive and disseminate information. about such 
incidents ir; a timely manner. SIOC currently reties primarily on open source 
■sews resources tor notification of critical breaking e vends.. On occasions, this 
means that SIOC will nm know a critical event is occurr ing until well alter the 
I net, m situations where last response onto Is necessary. | | 








1 

jl 

tdaioae"' system that wij 

il not connect; 

:r> ar 






Zl 

L 
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■nxseiVi system for relent io 
•vilI take all necessary pro 


E Ye he vt III Ian * urease to the in forma ties in the on stem pi alert 


password protected l sers will be trained] 

perforated and the _ bsja edjo 

accordance with the ] 

oew.C ■ ■:■ sCenp. wp p-r.-wrbly iilpntjlloble j 
| f ind how to mitigate too risks wwoeow 

steps w-M ettsto'c tuspope ;rrk: use efstawnwe 
provided by the program .manage*, the ] 

Civil liberties Unit ofOGC. 

F. 1 he manner of ft mwonssko.t to all users! 


1 Uiat information 
motion. The irainir 
.eloper, and the Privacy i 


t impprtam function oi l h ull he the ability I 
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X 'The uiiornsahon cars be used a: distinguish or trace an individual's identity E.e... U 
hr linked or linkable a - speciuc mdn. kbsaly;. 

If yon murker! mi? of t he above* proceed to Question 4, 

None >>1 the above. If none of the above., describe why the hbonnation does not 
identity sped be individuals cheer directly or indirectly. 

eon>rn)t.ani.s? 

X NO YEY 


NO. I If ms, skip in question 7d 
X Y I .n. jlf'yes, proceed to Use neon question,! 

subject of the information? 

.YTS 


assessments'? 1 

NO 


YES Ilf yes, proceed to question ?d 

k Are subjects (o' •nibrroahon irons whom the ioiorroabon is directly collected 
provided a senders Privacy Act so)(3 s stale meal (either on the collection form or via a 
separate notice ;'? 

NO (The program sv.il! need to work with PCI Jj to develop/implement 
the necessary I'nrnttsid 


YES IdeotilY any forms, paper or electronic, used to request such 
information from the information subject: 
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Arc Social Security Numbers iSSXs; collected. rnairmrnod or disseminated iron, the 
siem/prruecO Foil SSN\ should only be rood or identifiers in limited instauces. 

.SSNs arc none wary so establish con icon the identity of subject, victims, 

whnessea or sources In tide law enforcement or intelligence activity. 

system. 

The sysiermpfeaect provider special protection to SSNs (e.g.. SSNs arc 
encrypted, hidden Iron; all fisers via a look-op mhle. or only available to certain 
users). Describe: 

SSNs. Espbin; 

X No. 


Yew Information systems operated by contractors lor the I 'BI may be 
considered Privacy- Act systems of records, Tbe Federal Acepnsltion Regulation 
contains standard contract clauses that most he h minded iv; the event the system 
icollects, maintains or disseminates Pi! tmd additional reefui cements may be 
imposed as a matter of !)opart;nem of Justice policy. Consultations with the 
01 ike ml tare General t.'ounsoi may be required if a contractor is operating the 
system for the FBI. 

Security Division iSceDO 

X NO Hmr, indicate reason ; if Cl&A I s pending, provide aolldpatod 
s nspO a-ioUc | | ,, s 

development stages and has not been tested by Security Division. 
YES If yes, please indicate the following, If Ionovs;: 
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V s 


FTSIPR^ \0 I HR! sliOl 1 > WUW'mFI V 


O) MMi 9 FINDR §[ 
8I.K.R. FBI. Unique Amet Ii>: 



FBI DI\ !MO\ IN ! * BMI in \ H M n 



Program Manager (or other .ippropriaie 
c sec alive s> Disown derermnesl 

Division Privacy OPicer 

program Division.; 

9pec;a i Tec boologies 
and Aaplicosnos OlFec 

n 

: ):n-.- 'icacy 
Farnc:| 

1 die: UmT 
Unit 

1 

SiKilisf: ligvtt /|.C«SrF 

0*>prf' epvp/c 

Marne: v-arew Nagel 
i die: UNO pActmg; 

A - /d -'/U 

1 

one:. computer fwgmewmg 

P81BQ Division: 

vgon v 


Signature: 

[insert division oamei 

Date signed: 

Date signed 


Fame: 


Name: 


Tide: 




A be rail dniskm approx:ids, forward sip ami hard copy ptor eke do ok copy to FBI OGCiPCLO (1F.B 73599 
(The FBI Privacy cod <90 liberties OtFeerN de-erminodonA conditions, araika feed approve;: *d; be mended on the 


UOplOS (non 


190-1 IQ Bd.13 


1 - DOJ OiiOc-i of Privacy and Civ 
if\:U: ;: .\d'k\.1. x la ham! deli v o 
- ' \ <> c N [ 


I - FBI Sec. Doff OaT 

1 - kvn k\. \ 


1 - Program Division POC 

1 - Decision Privacy Onicer 


name as follows: 

(fvvd TO J i ll 1 11:511041 

ace as needed lor Prop;: am. Division fne(s}}: 

.iberOes : via e-mail to pnvacy:gyusdoygov: 1 - OGCO'C Lu dr 
o 133 I Penn. Ave. F\V, Suim 940. 20539; 


:..ASbfICIv&dFO!l OFFfCldl... CFF OFLF 
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1. INFORMATION ABORT THE SYSTEM / PROJECT 


L ¥r<mih n general descriptors of the system or project that includes: OR name o 
she system/project, including associated acronyms:. (hi structure of the 
mtem/project, including intereonaeetimis with other protects or system*;, (c) 
purpose of the sysiem/projeei; <d) nature of the information in the system/project 
and bow It will be used; i*> who will hove access to the information its the 
svsteut/oroiecn s f> and the manner of transmission to oil users. 


Opemkoial Tceimsdogy Division (Oil)). 


> National Cyber investigative Joint Task Force (NO.FTF) 

(IT' F O U<)} | | suponria technical and kyvesbgabve analysts, hyvesugauve 

! V « \ . Uv V V* ,i ( \ s < * ,0 

nersonnT supporting engineering, logistics, Finance. ami secerns acihibes. The network 


this PTa. This PTF 


mppori so rise below listed major 
• FTA/FIA; these are outside she scope of 


Much only include: 
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If you marked any of too ;Jvu, proceed to Question 4., 

\m, o'' 'w dv\u h'nom .' the oho s dev. foe'dr- ate miU. ;-mm" mm'X't 
identify >roe:he individuals either directly or indirectly. (If you cheeked this item- 
S TOP hero afk-r- providing the regoested description.) 

consul toots? 

NO X NFS 


User credenbais only. e.g.. usensarae and password 


5 , Is sulorntceiou about United Soros citizens or laotaily admitted pet to. ament resident 

NO- [If mp skip to question 
X YES.. | If yes- proceed to the pest goestiou.i 

subject of the information? 

.NO (If Mh proceed m gtiesttoo ?.J 

.X YES Username and password- trot a data collection system 


a. Docs the aystetOprojeci support criminal, FT, or PC! investigations or 
assessments? 

.NO 


.X.YES |if yes, proceed to question 7,j 


b. Are subjects of information Oorts whom the information Is directly collected 
provided a svrkien Privacy Act (ekY) statement (cither ms the collection One or via a 
mo a to * e, ' 

.NO {The program will: need to work oiih PC LI. to devdop/imfdemenf 


rrNCi. assif!fiy/fon oma al fa: 
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I r N C L A S S f FIE if FIX)' 


tjfee form(s).j 

YES Identify say forms, paper or dix.in.mk, used t» request such 
information from the fobmmufoo subject': 

7 . ' ^ " * v N *' , s'- v v< s w . v f'V . the 

X 1 ' ' Ov "''n ' \ V - V ' i ‘ V. N xW 

X XO YES if yes. check all that apply. 


SSNs ate necessary to estabhshfotmnnm the Identity of subfoety victims, 
witnesses or sources in bus lavs enforcement or intelligence activny, 

system. 

SSNs are important for other reasons. Describe: 

\ ivv. j x n ^Ws v _ ^\\s 

encrypted, hidden iron: all users via a look-up table, or only available to certain 
users). Describe:: 

.it la ns); feasible for the aystefo/potiect to provide special protection to 

SSNs. Explain: 

K la nhe system operated by a osnuraefofo 
.X No. 


considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must he included la the event the system 
collects, maintains or disseminates Fli and additional requirements may be 
imposed as a matter of Department of Justice policy. Consultations with the 
Office of the General Counsel may be required if a contractor is operating the 
system for the FBI. 

9. f ^ v ^ i ui v U, v U v A ’■ v,. 1 a v ' v > 

mw r ^ ,N " nwwVv'N 

.NO Ilf no* indicate reason) If €<&A Is pending, provide n.nddpnted 

completion date: 

.X.YES if yes, please indicate the following, If known: 


ENCL PXSlEiflll/ilfoilfo OFFICIAL E SE ONLY 
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Provide date of last C&A certdlcadoidre-eertifksuion: 

U April .2009 

CossBdemiaiity::_l.,ow_X'_Modergtr.High.Undefined 

integrity:: .Low ..X ..Moderate High Undefined 

AvaitaMIHy: ..XJ,ow __Moderste High Undeffa**! 

Nm applicable - this system is only paper-based. 

10. H bus sxsterrfprqjeet the subject of an OMB-500 budget submission? 

.X. NO 

YES If ye$ 4 please provide the dote end name or 
title of tltt; 0MB mbmkmmxx 

1 i. Does the system conduct data nmm|jp|is denned it! Section $04 of the 

Implementing Recommendat-ons of the 9/ i l Commission Act of 200?, P.L. 110- 

A „ X ' 

...X.NO 

Y.liiS If yes, please describe the data mining fanedorn 
if. is this a national security system (as determined by the Sec DO 

.NO ... X.YES 

13, Sums u M'Vt". Ihv[e,'.. 

This is a new system/ project in development. Ilf you cheeked this Moe 
STOP* The FT A is non complete and after division approvaI(s.s should he 
submitted to FBI OGC/PCLIJ for final Fill approval and determination if 
Pi A and/or other actions are regal mil ■ 

fL EXISTING SYSTEMS / PROJECTS 

1, When was the system; project developed? 2004 

2. Has the system/project, undergone any significant changes since April i 7 : . 2003? 

. MO [If no. proceed as next question U;.3Vt 


14-06-04-FBI-FOIA-20150417-5th-Production 











A NCI.AAbfFIEDYrO A offi o al use o a: l v 


YES Ii:.' ufocme niece the m fo" n y ctunycs v ere hwnhoc I mark all 
ffeat apply, am! provide brief explanation for each marked change}: 

X v. w <. ! ! t | * <, t vV U ^ 

A change from. mibrnaucn in a format that iu anonymous or non- 
Idcuthiable to a iorntat that is identifiable to particular individuals, 

A new use ofart IT systenFprolect, Including application of a nexv 
techno logy, that changes how information so identifiable Torn; Is managed 
(For example, a change that would create a more open environment and/or 
avenue for exposure, of data that previously did not exist.} 

A change that results in inlbrnantiou in identifiable .form being 
merged, centralmed. or matched with outer databases. 

A new method, of fn.tthe.mieating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation of databases of tnibrrnation m 
identifiable form purchased or obtained from commercial or public sources. 

A change that results in a new use or disclosure of information in 
identifiable limn, 

A change that results In new (tents of information in Identifiable 
* f " > - e h" jk , , - vow t we 

Changes do not in volve a change In the type of records ntuintained , 
the individuals on whom records ate maintained, or the use or 
dissemination of information from the ,v stem.profovt. 

\ fomwjfomx hk- bmiAxphumnonj: mg w ,-wo no outre 

added to | | 

Docs a PlA for this syxteuUproled already exist'? 

... X.AO .YES 

[ mderssem a FT A in 2007. This ts the 3 year update. b7E 
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iFINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS; [This section mil he completed by the FBI 
v O f( :> __ _jd£ _II * 

PIA is required by the E-Government Act. 

_X PIA is to be completed as a matter of FBI/DO.1 discretion. 

b P v V 5o bo nibbOn'd on ' hi uOV mire* . ns RMi) I 0 | \ sc,lm so 's)° N es \» s v -o , mo ' 0 


PIA is not required for the toil .swing reason(s) 

_System does not collect, maintain, or disseminate PI I. 

s v ! f > . < G > < u> -a v s ' i k 

! , > a ! x r rterna .rperatk 

System has been previously assessed under an evaluation similar to a PIA. 
x mile t - )ri vacy issues are unchai 

.Other (describe): 



Notify FBI RMD/RIDS per MIOG 190.2.3? .No _Yes-See sample EC on PCLii intranet website. here; 

http://homc/DO/OGC/LXB/FCLU/FrivaeyCivii%20yberties%201..ib!-ary/ft>my for mioa 190-2-3 ec.wpd 


w>R\ SuK\ e\'Si>>MO vquu \ V> v . s 


Prtpa t t\ ^ id I I'mucv. \ci <_!<> sU uu t ios <Ja «.o k <■ s V V v ! ( u u 1 


RECORDS. The program should consult, with RMD to identify/resolve any Federal records/electronic records issues. 
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records 
edi pprovet V I Archives as *vdministmtk tec* VlD rovide advice on tin 

e ! , , » I vC with oiifvii'ui s Cv< onm Kvc 0 \ u" t __ i o <> ,1 . iu.Vin pea * 

Other........ 
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(LAW ENFORCEMENT SENSITIVE) 


I. INFORMATION ABOUT THE SYSTEM / PROJECT 

1. Provide a general description of the system or project that includes: 

(a) Name of the system/project -1 | b3 

b7E 

(b) Structur e of the sys tem/project, including interconnections with other projects 

or systems - | | is housed on a standalone system that is currently being used by 

14 field offices within the FBI and is likely to expand to other offices in the future. It is 
anticipate d that| |data wil l be housed in an FBI database and fully integrated into 


the FBI’sQ 


J 


(c) Purpose of the system/project - The purpose of| 


| is to | 


(d) Nature of the information in the system/project and how it will be used -| 



(e) Who will have access to the information in the system/project - Only FBI entities 
with an articulable need to know and those associated with specific predicated 
subjects/investigations will have access to the information. 

(f) Manner of transmission to all users -I I 

b3 

b7E 

| To en sure compliance with the Privacy Act, |~ | 

[vill be based on predicated investigations to ensure that the 
information collected is relevant to a law enforcement activity. 

Product Overview _ _ 

|that assists analysts/agents’ | | 

[ultimately b3 

helps the analyst/agent | | b7E 
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(LAW ENFORCEMENT SENSITIVE) 


5 


_!__ 0 _i_ | from the database when it is no longer 

needed or can export ) [ for use in reports or in other software. 


[The analyst/agen t can delete 


^supports Q 


j]which can be changed at any time, to give 


the analyst/agent a maximum amount of control over what is stored in the database: 


2. Does the system/project collect, maintain, or disseminate any information about 
individuals (i.e., a human being or natural person, regardless of nationality)? 

_NO X YES [If yes, please continue.] 

3. Please indicate if any of the following characteristics apply to the information in the 
system about individuals: Bear in mind that log-on information may identify or be 
linkable to an individual. 

(Check all that apply.) 

X The information directly identifies specific individuals. 

X The information is intended to be used, in conjunction with other data elements, 
to indirectly identify specific individuals. 

X The information can be used to distinguish or trace an individual’s identity (i.e., it 
is linked or linkable to specific individuals). 


_ None of the above. If none of the above, describe why the information does not 

identify specific individuals either directly or indirectly. 

4. Does the system/project pertain only to government employees, contractors, or 
consultants? 
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